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Abstract 

 
Cyber deception defense mitigates Advanced Persistent Threats (APTs) with deploying 
deceptive entities, such as the Honeyfile. The Honeyfile distracts attackers from valuable 
digital documents and attracts unauthorized access by deliberately exposing fake content. The 
effectiveness of distraction and trap lies in the enticement of fake content. However, existing 
studies on the Honeyfile focus less on this perspective. In this work, we seek to improve the 
enticement of fake text content through enhancing its readability, indistinguishability, and 
believability. Hence, an enticing deceptive-content generator, EDGE, is presented. The EDGE 
is constructed with three steps: extracting key concepts with a semantics-aware K-means 
clustering algorithm, searching for candidate deceptive concepts within the Word2Vec model, 
and generating deceptive text content under the Integrated Readability Index (IR). 
Furthermore, the readability and believability performance analyses are undertaken. The 
experimental results show that EDGE generates indistinguishable deceptive text content 
without decreasing readability. In all, EDGE proves effective to generate enticing deceptive 
text content as deception defense against APTs. 
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1. Introduction 

As cyberattacks are getting increasingly sophisticated, digital information is confronted with 
rising threats. In particular, the Advanced Persistent Threats (APTs), a class of attacks 
conducted by highly organized attackers with low movement and usually steal data from the 
target system without being caught [1]. Varonis’s 2019 Data Breach Statistics have stated that 
the largest APT has persisted for 30 years in Boeing, while only 3% of a company’s folders 
are protected on average under investigation. Considering the insufficiency of perimeter-based 
security solutions, researchers design and deploy deceptive entities to actively defend and 
deter APTs without acquiring prior knowledge on attacks, that is, cyber deception defense 
[2][3]. Such defense mechanism not only collect, record, and report on underlying threats 
through deliberately exposing deceptive information, but also camouflages target assets.  

The Honeyfile is a representative of cyber deception technologies. It is designed with 
deceptive content to distract attackers and attracts unauthorized use [4]. A typical Honeyfile 
system consists of monitor beacons, deceptive content, and deployment strategy [5]. The 
monitor beacons record unauthorized access and raise alerts [6][7][8][9]. The deployment 
strategy includes adaptive intrusion response and the interaction with the in-time monitor. Last 
but not least, deceptive content is a fundamental component to deceive and interact with 
attackers. The effectiveness of the Honeyfile system lies on the likelihood it attracts 
illegitimate access. Being the primary entity to interact with underlying intruders, the 
deceptive content has a direct impact on the effectiveness. Therefore, believable, 
indistinguishable (from neighbor digital context) and readable but inaccurate content will be 
more likely to deceive attackers and obfuscate their opinion to identify the fake from the real 
[10]. Our research improves the performance of decoy text content in enticing metrics 
including believability, indistinguishability, and readability. 

The motivation of our work and major limitations of existing studies are: 1) Existing 
construction of decoy text is less effective to attract sophisticated attackers (i.e. APTS) due to 
the degradation on enticement. Decoy text used to contain random words and numbers [4][6], 
machine translations [11] and fake biographic information [12][13][14][15][16]. Cautious 
attackers will find it a trap and evades if they recognize the decoy content on previewing 
without access operation. 2) Studies on fake personal credentials, or formula and equations [8] 
are quite profound. However, less attention has been paid for technical context which is 
confronted with increasing risks. 3) Recent studies leverage novel techniques such as Natural 
Language Processing (NLP)  [17] to generate decoy text. The readability is climbing through 
intelligent arrangement of fakes. However, as it takes partial original data as template to 
generate random context, the decoy text is presented with a different structure from local 
documents. The indistinguishability of decoy text is not fully considered.  

Notwithstanding, creating decoy text content with NLP techniques and  models fosters new 
opportunities to improve the enticement metrics, including readability, believability, and 
indistinguishability [18]. Hence, we propose a novel enticing deceptive-content generator, 
EDGE. Our aim is to improve the enticement of decoy text content for the Honeyfile to protect 
technical information. The ultimate goal is to escalate the probability to trap attackers and hide 
important technical information with deceptive information. Two main technical challenges 
need to be addressed in our research:1) How to extract important information in digital 
technical documents (defense target) and conceal them, 2) How to guarantee the enticement 
metrics of deceptive information. 
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For key information extraction, existing studies extract important information mainly 
based on word frequency [8] [17]. However, words with high frequency may not fully cover 
the important information, especially for technical documents, where simple notations could 
convey specific message. In EDGE, we first remove stop-words and represents the rest of text 
content with N-dimensional word-vectors (denoted as concepts). We calculate the semantic 
similarity among concepts through semantic distance. Next, we leverage K-means++ 
algorithm to cluster all concepts. After rounds of iterations, EDGE obtains stable clusters and 
centroids. As centroids serve as the prototype of each cluster, the concepts at centroid could 
summarize the other words in the same cluster and host their semantic characteristics. 
Therefore, we extract these concepts as key information because they are more comprehensive 
to conclude the entire document. To replace such concepts, it will be more able to conceal 
original information and obfuscate attackers. To the best of our knowledge, we are the first to 
propose a combination of K-means++ algorithm with information extraction and 
summarization.  

For the second challenge, we guarantee the indistinguishability of decoy text through 
replacing important information with fakes to remain the structure of context. And the 
readability and believability of decoy text is realized by searching for deceptive candidate 
concepts with the Word2Vec model [19]. Because experiments show that the nearest 
neighbors of a word often reveal rare but relevant words that lie outside an average human's 
vocabulary in word-embedding model (i.e. Word2Vec). Integrating this, EDGE enables a 
better performance to replace important information with readable and believable decoy text 
than existing approaches using random words and numbers.  

Last but not least, to strengthen the readability of decoy text, we include an Integrated 
Readability Index (𝐼𝐼𝐼𝐼) to supervise the final output of decoy text. This allows automatic 
update of enticement metrics of decoy text, which outperforms human-in-the-loop. The main 
contributions of this work are: 

1) We propose a novel method, EDGE, to improve the enticement metrics of decoy text 
content for the Honeyfile by replacing semantic important information with readable 
and believable deceptive information; 

2) EDGE addresses the decoy text generation and semantic important information 
extraction for technical documents, including patents and technical reports. In 
particular, a semantic distance-based K-means++ algorithm is presented to extract 
comprehensive semantic key information. (Section 4.2); 

3) The construction of decoy text content leverages the Word2Vec model to search for 
uncommon but linguistically relevant words. This effectively strengthens readability 
of the decoy context but deepen obfuscation on attackers’ comprehension. (Section 
4.3); 

4) Our proposal includes an Integrated Readability Index (𝐼𝐼𝐼𝐼) to supervise the final 
output of decoy text. For system with massive digital documents, automatic 
supervision of enticement metrics facilitates real-world implementation. (Section 4.4). 

The rest of this paper is organized as follows: Section 2 reviews existing studies on the 
Honeyfile. Section 3 presents the threat model. The proposed methodology and implication 
examples are presented in Section 4. Section 5 presents experiment and evaluation results. 
Finally, Section 6 discusses the future work and draws a conclusion.   
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2. Related Work 

2.1 Cyber Deception Defense 
Deception has a rich history in the military attack and defense practices. Fred Cohen’s paper 
[20] marked cyber deception as a promising defense solution in information security. Soon 
after this, the establishment of the Honeynet Project [4] extended the concept of cyber 
deception as “a digital or information system resource whose value lies in the unauthorized 
use of that resource”. Nowadays, deception defense mechanism is known as  “ planned actions 
taken to mislead and /or confuse attackers and to thereby cause them to take (or not to take) 
specific actions that aid computer-security defenses” [21][22]. The key insight to mitigate 
APTs with cyber deception defense lies in cognitive manipulation. On one hand, APT 
attackers are supposed to be unaware of deception resources as they share high closeness to 
real assets. On the other hand, even if being conscious, attackers will have to spend more 
telling decoys before taking any action and might end up acquiring fake information [23][24]. 

Existing studies classify cyber deception defense techniques following their deployment in 
computer network systems [25] or interaction level with attackers [18]. For instance, Honeypot 
could be deployed in DMZ, Honeytoken in the runtime environment, and Honeyfile in 
application layer. As for the latter classification, techniques with higher interaction have 
deeper mimicry and greater realism to sustain a deception [26]. Low-interactive Honeyfiles 
mainly consist of random numbers and words while the high-interactive are built with realistic 
content [17].  

2.2 The Honeyfile System and Deceptive Content 
First proposed by Yuill et al. in 2004 [6], the Honeyfile system was implemented as an 
enhancement to an NFS and tested on the Honeynet. In their design, any file within the target 
NFS can be selected as a Honeyfile to send security alarms once being accessed. Later on, 
Bowen et al. [10] proposed an automatic decoy deployment system (the D3 system), focusing 
on the automatic generation and deployment of decoy documents across the entire network 
system. Ben Salem et al. [5] conducted two user-studies finding that the use of decoy is 
effective and the placement of decoy files matters. In [7] [27], Voris et al. proposed the 
properties of decoys and studied the placement and combination of decoys in practice. Rowe 
et al. [28] have built a Fake Directory Generator, that generates deceptive Web interfaces with 
fake filenames pretending to be an authentic online directory. But fake files only contain either 
blocks of random words and numbers or error messages.  
 

 
Fig. 1. A general structure and the development of the Honeyfile system. 
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A general structure and development of the Honeyfile system are concluded in Fig. 1. The 
study on monitor beacon is tightly associated with the deployment strategy to provide precise 
alarms and intrusion responses. From the perspective of deceptive content, previous 
techniques focused on either fake biographic information and identity credentials or random 
words under fake filenames. Nowadays, with the developing of attack tactics, attackers are 
getting more sophisticated, deceptive text content is in urgent need to be improved. Voris et 
al. [11] proposed to translated given text into different languages. Whitham [17] proposed a 
NLP based approach to generate high-interactive text content and avoid extra topics excluded 
in local directories. His design is later extended to, TrapDoc [29], an Honeyfile generator with 
an online version. Likewise, Chakraborty et al. proposed FORGE [8], an ontology based 
solution to generate deceptive formulas. Recently, the study of Karuna et al. [30] creates decoy 
text content through addition, deletion and mutation on text paragraphs. Deceptive 
modification operations are conducted by a genetic algorithm under comprehensibility and 
believability metrics proposed by the authors. The proposal generates comprehensible and 
believable fake text on reading exercises.  

Our study mainly concentrates on generating deceptive text content, and the major 
limitations of existing approaches from this perspective are as follows: 
 Readability: As the Honeyfile detects attackers only if it is accessed (read, write or move, 

etc.), the enticement in text content plays a significant role. Existing techniques 
[10][27][16][31] attempt to manipulate sensitive data or fake credentials (such as bank 
account, transfer link, PayPal account, and passwords) to increase its enticement. Others 
generate random words or select a random file [6] in the local directory. For sophisticated 
APT attackers who act mindful, those tricks are easy to be recognized [2]. Hence, Voris 
et al. propose [11] to obfuscate attackers’ cognition via translating the given text into 
various languages. And [17] proposes to sort and rearrange words from the target 
directory in word frequency-based NLP manners to create high realism deceptive text 
content. However, neither of them addressed the readability of deceptive text content, a 
key issue to enticement [18]. In EDGE, a more effective posture in constructing readable 
deceptive text is proposed by semantic-sensitively extracting and replacing important 
information in given text content.  

 Automation: From the perspective of feasibility, generating deceptive text content with 
hand-written rules [6][10][28] or human feedback [8] in the loop may lack scalability. 
EDGE automates the generation of deceptive content through integrating Readability 
Index in the election of optimal outputs.   

 Target scope: According to Varonis report, intellectual property documents in the 
intranet environment are confronted with increasing threats. Studies on decoy personal 
information [12][13][14][15][16] and formulas or equations [8] are quite profound. 
However, decoy text for technical documents including technical reports and patents are 
insufficient. For instance, [30] proposes a novel approach to manipulate paragraphs to 
obfuscate attackers’ understanding. But the concealment and manipulation of technical 
information is not addressed in this work as the train and test data are reading exercises. 
Hence, EDGE concentrates on generating enticing decoy text content for the Honeyfile 
system to protect and conceal significant technical information.  

 Deployable system and User evaluation: Most existing studies have demonstrated 
deployable Honeyfile systems whether on monitor beacon or deceptive text content 
[6][5][10][8]. However, replication of the prototype system and the lack of universal 
quantitative metrics hinder the vertical analysis of existing solutions. In this paper, we 
propose to evaluate the effectiveness of EDGE with a qualitative believability experiment 
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and an Integrated Readability Index (𝐼𝐼𝐼𝐼) including Automatic Readability Index (ARI), 
Flesch Kincaid Grade Level, and Gunning Fog Index. 
 

Table 1. A Comparison of EDGE with existing systems 

 Honeyfile 
[6] 

D3 System 
[10] 

Decoy 
Document 
[27][11] 

Fake Directory 
Generator[28] 

Whitham 
[17] 

FORGE 
[8] 

Karuna 
et al. [30] EDGE 

Readability × × × × × × √ √ 

Automation × × × × √ × √ √ 

Target scope Network 
file system 

personal 
information 

Business 
documents Filenames 

Technical 
documents 
(academic 

papers) 

Formulas 
and 

equations 

Reading 
exercises 

technical 
documents 

Deployable 
system √ √ √ √ √ √ √ √ 

User 
evaluation √ √ √ × × √ √ √ 

3. Threat Model 
A large number of enterprises store, share and manage digital documents across intranet via 
remote access. Along with the convenience brought by the internet, the attack surface is 
expanding. For instance, APTs can penetrate into the intranet and hunt for valuable 
information [1]. APTs are vital threats to sensitive information assets but uneasy to catch 
because they are mindful in attack actions and persistent for attack goals [32]. Hence, 
researchers suggest mitigating APTs with deception defense that actively manipulates and 
obfuscates attackers’ cognition on the target system. 

In our threat model, we assume an APT attacker (from the Internet) has injected malicious 
applications on a legitimate host in a trusted intranet. With the malicious application, the 
attacker conducts stealthy remote access to the host without being detected. The attacker has 
the following capabilities to achieve the following goals: 
 The attacker acquires primary access to digital documents in target intranet through 

remotely controlling the injected host in a trusted intranet.  
 The attacker is capable of previewing parts of the documents without opening it. Normally, 

such attackers will not remove any file. 
 The attacker aims to collect enterprise intelligence (such as important email copies, 

engineering design, and strategic plans, etc.) but he is unaware of the exact storing details. 
 The attacker acts prudently to stay undetected for as long as possible and does not aim at 

exploiting vulnerabilities to compromise the entire system. 
The defender’s goal is to camouflage a group of important technical documents with the 

Honeyfile in the target intranet, and trap malicious access (from persistent attackers) with the 
deliberate leaked deceptive information. Generally, the Honeyfile is inaccessible to legitimate 
users. Only attackers enumerate files in system will touch decoy files [33]. The main purpose 
of a readable, believable and indistinguishable design of text content are: 1) increase the 
likelihood of being accessed, and 2) obfuscate attacker’s recognition of the real information. 
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As we focus on deceptive content design in this work, we don’t discuss the deployment 
strategy and monitor of Honeyfile, which are studied in [5][6][7][10][27].  

4. Proposed Methodology 
In this section, we present our methodology, EDGE, to generate enticing deceptive text content 
for digital technical documents. The fulfillment of key technical challenges: 1) How to extract 
important information in digital technical documents (defense target) and conceal them; 2) 
How to guarantee the enticement metrics of deceptive information; are thoroughly stated in 
the following. 

4.1 Important Notations and the Pipeline of the EDGE 
We regard the text content of a target digital document as a finite set of vocabularies, denoted 
as 𝑇𝑇 = 𝐶𝐶 ∪ 𝑆𝑆, where 𝑆𝑆 is a set of stop-words and the rest of vocabularies are a set of concepts, 
∀𝑐𝑐𝑖𝑖 ∈ 𝐶𝐶,𝐶𝐶 ⊊ 𝑇𝑇, 𝑖𝑖 ∈ 𝑁𝑁∗. A specific subset will be denoted as key concept set if its concepts 
indicating important information, that is, ∃𝑐𝑐𝑗𝑗 ∈ 𝐾𝐾,𝐾𝐾 ⊆ 𝐶𝐶, |𝐾𝐾| = 𝑘𝑘 < |𝐶𝐶| . For each key 
concept, 𝑙𝑙 different candidate deceptive concepts will be searched and denoted as 𝑐𝑐𝑗𝑗𝑙𝑙 , 𝑙𝑙 ∈ 𝑁𝑁∗. 
To replace a set of key concepts with its candidate deceptive concepts, we obtain 𝑙𝑙 copies 
deceptive text content 𝑇𝑇′𝑙𝑙 = (∑𝑗𝑗𝑐𝑐𝑗𝑗𝑙𝑙) ∪ ∁𝑇𝑇𝐾𝐾. 
 

Table 2. A summary of notations 

Notations Description  

𝑇𝑇 The text content of target digital document target directory 

𝑇𝑇′𝑙𝑙 = (∑𝑗𝑗𝑐𝑐𝑗𝑗𝑙𝑙) ∪ ∁𝑇𝑇𝐾𝐾 Deceptive text content for 𝑇𝑇 

𝑆𝑆   A set of stop-words in 𝑇𝑇 

𝑐𝑐𝑖𝑖 ∈ 𝐶𝐶 A set of concepts in 𝑇𝑇,𝐶𝐶 ⊊ 𝑇𝑇, 𝑖𝑖 ∈ 𝑁𝑁∗ 

𝑐𝑐𝑗𝑗 ∈ 𝐾𝐾 A subset of 𝐶𝐶 denotes key concepts in 𝑇𝑇, 𝐾𝐾 ⊆ 𝐶𝐶, |𝐾𝐾| = 𝑘𝑘 < |𝐶𝐶| 

𝑐𝑐𝑗𝑗𝑙𝑙 Candidate deceptive concepts for 𝑐𝑐𝑗𝑗 ∈ 𝐾𝐾, 𝑙𝑙 ∈ 𝑁𝑁∗ 

𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝑐𝑐𝑚𝑚, 𝑐𝑐𝑛𝑛), 𝑐𝑐𝑚𝑚, 𝑐𝑐𝑛𝑛 ∈ 𝐶𝐶 Semantic distance between two concepts, 𝑚𝑚 ≠ 𝑛𝑛,𝑚𝑚,𝑛𝑛 ≤ 𝑖𝑖 

 
Fig. 2. The pipeline of EDGE. 
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The EDGE pipeline is sketched in Fig. 2, consisting of three steps:  
1) Extracting key concepts: We initialize target digital documents with word-vectors and 

remove stop-words. To extract key concepts, EDGE has the following steps: First, we 
calculate the semantic distance between concepts represented by word-vectors. 
Afterwards, we cluster concepts under a semantic distance-modified K-means++ 
clustering algorithm. Cluster centroids are regarded as key concepts. 

2) Searching for candidate deceptive concepts: For each key concept, EDGE searches 
for 𝑙𝑙 different candidate deceptive concepts. To ensure the semantic similarity, we 
include a Word2Vec model [19]. 

3) Generating deceptive text content: In this step, we replace each key concept with sets 
of 𝑙𝑙  candidate deceptive concepts. We thereby obtain 𝑙𝑙  copies of deceptive text 
content for the target digital document. Lastly, we validate the readability of 𝑇𝑇′𝑙𝑙 with 
the Integrated Readability Index (𝐼𝐼𝐼𝐼). The most readable deceptive text content will 
be the final output. 

4.2 Extracting Key Concepts 
Key concepts extraction is the cornerstone of EDGE. In this step, we first demonstrate the 
definition of semantic distance. According to the hypothesis of Word2Vec model, where 
words can be denoted by vectors, semantic similar words tend to be assigned similar vectors. 
Hence, semantic distance could be calculated by L2-distance between vectors and denote their 
semantic similarity.  

Def 1: Semantic distance [34] 
Let 𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝒄𝒄𝒎𝒎, 𝒄𝒄𝒏𝒏) denote the semantic distance, indicating the semantic similarity between 

𝒄𝒄𝒎𝒎 and 𝒄𝒄𝒏𝒏. Each concept in text content 𝑇𝑇 is denoted as 𝑐𝑐𝑖𝑖 ∈ 𝐶𝐶,𝐶𝐶 ⊊ 𝑇𝑇, 𝑖𝑖 ∈ 𝑁𝑁∗, such that, 
𝒄𝒄𝒊𝒊 = 𝑓𝑓(𝑐𝑐𝑖𝑖), (1) 

𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝒄𝒄𝒎𝒎, 𝒄𝒄𝒏𝒏) =∥ 𝒄𝒄𝒎𝒎, 𝒄𝒄𝒏𝒏 ∥2 (2)  
Equation (1) represents the transformation of 𝑐𝑐𝑖𝑖 ∈ 𝐶𝐶 into multi-dimensional word-vectors 𝒄𝒄𝒊𝒊 ∈
𝑪𝑪. In (2), ∥ 𝒄𝒄𝒎𝒎, 𝒄𝒄𝒏𝒏 ∥2 denotes the L2-norm of 𝒄𝒄𝒎𝒎 and 𝒄𝒄𝒏𝒏 that represents the semantic distance 
between them. Note that, 𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝒄𝒄𝒎𝒎, 𝒄𝒄𝒏𝒏) ≠ 𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝒄𝒄𝒏𝒏, 𝒄𝒄𝒎𝒎) because word-vectors are directional. 
The smaller the distance is, the more likely that 𝒄𝒄𝒎𝒎 and 𝒄𝒄𝒏𝒏 share semantic characteristics [19].  

As aforementioned, words with high frequency may not comprehensively cover the 
important information. Especially for technical documents, where simple notations could 
convey specific message. Therefore, we consider to maximize comprehension of extracted key 
concepts by proposing two constrains: 1) the semantic distance between key concepts and the 
rest should be as small as possible. This ensures that concepts are well summarized 
semantically by key concepts; 2) the distance between each key concept should be as large as 
possible. This prevents repeatedly selecting semantically similar words to replace while 
overlooking different important information.  

Accordingly, we leverage the K-means++ algorithm to extract key information along with 
semantic distance. Seeing that the family of K-means algorithms are useful to partition 𝑛𝑛 
observations (vectors) into 𝑘𝑘 clusters. With rounds of iterations, each cluster will belong to the 
nearest mean, that is, the cluster centroid. Moreover, in the K-means family, K-means++ has 
a better performance in initializing centroid, which accelerates convergence. That is, in K-
means ++, 𝑛𝑛 cluster centroids are randomly initialized and the 𝑛𝑛 + 1 centroid is required to be 
as far as possible from previous 𝑛𝑛 centroids in each iteration. 

 Combining K-means++ algorithm, words with similar meaning are grouped by clusters to 
fulfill the second constraint. For the first constrain, as the centroid serves as the prototype of 
a cluster, the centroid-concepts could summarize the other in the same cluster and host their 
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semantic characteristics. Hence, we take the centroid-concepts as key concepts, which 
comprehensively conclude the entire document. To replace such concepts will be more able 
to conceal original information and obfuscate attackers. To the best of our knowledge, we are 
the first to propose a combination of K-means++ algorithm with information extraction and 
summarization.  

Lastly, the value of 𝑘𝑘, namely the limit of key-concept’s amount, could be preset and 
adjusted as per security requirements. For instance, if the target digital document requires 
stronger deception, a larger 𝑘𝑘 will be preset. The details are as follows: 

1) Each concept in 𝑐𝑐𝑖𝑖 ∈ 𝐶𝐶  is considered as a cluster node,  𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝒄𝒄𝒎𝒎, 𝒄𝒄𝒏𝒏) is the cluster 
distance between nodes. We use K-means++ to initialize cluster centroids with as large 
distance as possible; 

2) ∃𝑐𝑐𝑖𝑖 ∈ 𝐶𝐶, 𝑐𝑐𝑖𝑖 ∉ 𝐾𝐾,𝑐𝑐𝑖𝑖 will be clustered to its nearest centroids;    
3) For each cluster, pick a node with the smallest sum in distance to the others as a new 

centroid and re-clustering; 
4)  Repeat 2) and 3) until centroids stay unchanged. 

Algorithm 1 Extracting key concepts 

Input: All concepts in 𝑇𝑇, 𝑐𝑐𝑖𝑖 ∈ 𝐶𝐶 
 Output: Key concepts of 𝐶𝐶,𝑐𝑐𝑗𝑗 ∈ 𝐾𝐾, 𝐾𝐾 = 𝑐𝑐𝑐𝑐𝑛𝑛𝑑𝑑𝑐𝑐𝑐𝑐𝑖𝑖𝑑𝑑𝑑𝑑 
/* SEMANTIC DISTANCE CALCULATION*/ 
for 𝒄𝒄𝒊𝒊 in 𝐶𝐶 do 
 for 𝒄𝒄𝒋𝒋 in 𝐾𝐾 do 
 𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝒄𝒄𝒎𝒎, 𝒄𝒄𝒏𝒏) =∥ 𝒄𝒄𝒎𝒎, 𝒄𝒄𝒏𝒏 ∥2; 
/*CLUSTERING*/ 
𝑢𝑢𝑢𝑢𝑑𝑑𝑢𝑢𝑑𝑑𝑐𝑐−𝑐𝑐𝑐𝑐𝑛𝑛𝑑𝑑𝑐𝑐𝑐𝑐𝑖𝑖𝑑𝑑𝑑𝑑 = 𝑖𝑖𝑛𝑛𝑖𝑖−(𝑐𝑐𝑐𝑐𝑛𝑛𝑑𝑑𝑐𝑐𝑖𝑖𝑐𝑐𝑑𝑑𝑑𝑑(𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑,𝑛𝑛)); 
for 𝑐𝑐 in 𝑢𝑢𝑢𝑢𝑑𝑑𝑢𝑢𝑑𝑑𝑐𝑐−𝑐𝑐𝑐𝑐𝑛𝑛𝑑𝑑𝑐𝑐𝑐𝑐𝑖𝑖𝑑𝑑𝑑𝑑 do 
 𝑐𝑐𝑙𝑙𝑢𝑢𝑑𝑑𝑑𝑑𝑐𝑐𝑐𝑐(𝒄𝒄) = {}; 
 𝑐𝑐𝑙𝑙𝑢𝑢𝑑𝑑𝑑𝑑𝑐𝑐𝑐𝑐(𝒄𝒄) ← {𝒄𝒄}; 
while 𝑐𝑐𝑐𝑐𝑛𝑛𝑑𝑑𝑐𝑐𝑐𝑐𝑖𝑖𝑑𝑑𝑑𝑑! = 𝑢𝑢𝑢𝑢𝑑𝑑𝑢𝑢𝑑𝑑𝑐𝑐−𝑐𝑐𝑛𝑛𝑑𝑑𝑐𝑐𝑐𝑐𝑖𝑖𝑑𝑑𝑑𝑑 
 𝑢𝑢𝑢𝑢𝑑𝑑𝑢𝑢𝑑𝑑𝑐𝑐−𝑐𝑐𝑐𝑐𝑛𝑛𝑑𝑑𝑐𝑐𝑐𝑐𝑖𝑖𝑑𝑑𝑑𝑑 = {} 
 for 𝒄𝒄 in 𝐶𝐶 do 
 /*REPEAT UNTIL CENTROIDS STAY UNCHANGED*/ 

  𝑐𝑐𝑙𝑙𝑢𝑢𝑑𝑑𝑑𝑑𝑐𝑐𝑐𝑐 �𝑢𝑢𝑐𝑐𝑔𝑔𝑚𝑚𝑖𝑖𝑛𝑛
𝑐𝑐𝑚𝑚∈𝐾𝐾

�𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝒄𝒄𝒎𝒎, 𝒄𝒄)�� . 𝑢𝑢𝑢𝑢𝑢𝑢𝑐𝑐𝑛𝑛𝑑𝑑(𝒄𝒄) 

 for 𝒄𝒄 in 𝑐𝑐𝑐𝑐𝑛𝑛𝑑𝑑𝑐𝑐𝑐𝑐𝑖𝑖𝑑𝑑𝑑𝑑 do 

 𝑢𝑢𝑢𝑢𝑑𝑑𝑢𝑢𝑑𝑑𝑐𝑐−𝑐𝑐𝑐𝑐𝑛𝑛𝑑𝑑𝑐𝑐𝑐𝑐𝑖𝑖𝑑𝑑𝑑𝑑. 𝑢𝑢𝑢𝑢𝑢𝑢𝑐𝑐𝑛𝑛𝑑𝑑 �𝑢𝑢𝑐𝑐𝑔𝑔 𝑚𝑚𝑖𝑖𝑛𝑛
𝒄𝒄𝒎𝒎∈𝑐𝑐𝑙𝑙𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝒄𝒄)

�∑ 𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝒄𝒄𝒎𝒎, 𝒄𝒄𝒏𝒏)𝒄𝒄𝒏𝒏∈𝑐𝑐𝑙𝑙𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝒄𝒄) �� 

end 

4.3 Searching for Candidate Deceptive Concepts to Replace Key Concepts 
To guarantee the indistinguishability of decoy text, we propose to replace key concepts with 
fake information while remaining the structure of context. Our target scope is technical 
documents, patents and technical reports are included. These documents contain a large 
number of proper nouns. And the change of proper nouns will alter the meaning of original 
documents. Simply changing these words and important information with random words and 
numbers will decrease the believability and readability of decoy text.  

EDGE leverages Word2Vec model, a word-embedding model, to search for candidate 
deceptive concepts. As experiments show that the nearest neighbors of a word (-vector) often 
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reveal rare but relevant words that lie outside an average human's vocabulary in the word-
embedding model [35]. This enables a better performance to replace important information 
with readable and believable decoy text than existing approaches using random words and 
numbers.  

The details of the designs are as follows. For each extracted key concept 𝑐𝑐𝑗𝑗 ∈ 𝐾𝐾, EDGE 
will search for 𝑙𝑙 candidate deceptive concepts 𝑐𝑐𝑗𝑗𝑙𝑙. The number of candidates, 𝑙𝑙, is customizable 
as per security requirements. Word2Vec model searches for semantic similar 𝑐𝑐𝑗𝑗𝑙𝑙  w.r.t its 
extendibility and popularity. This model is popular and available to be trained with different 
corpus, which enables the EDGE to handle diverse text content. In searching for 𝑐𝑐𝑗𝑗𝑙𝑙, we exclude 
the plural forms of nouns, different tenses of verbs, adverbs of adjectives, vice versa, and 
capitalized forms. 

Algorithm 2 Searching for candidate deceptive concepts 

Input: Key concepts of 𝐶𝐶,𝑐𝑐𝑗𝑗 ∈ 𝐾𝐾; 
 The customized number of candidates 𝑙𝑙 = 𝑐𝑐, 𝑙𝑙 ∈ 𝑁𝑁∗ 
 Output: Candidate deceptive concepts,𝑐𝑐𝑗𝑗𝑙𝑙 
/*TOP  𝑙𝑙 SIMILAR CANDIDATE CONCEPTS*/ 
𝑐𝑐𝑐𝑐𝑢𝑢𝑛𝑛𝑑𝑑[𝑢𝑢] = 𝑐𝑐𝑐𝑐𝑢𝑢𝑛𝑛𝑑𝑑[𝑢𝑢𝑑𝑑] = 𝑐𝑐𝑐𝑐𝑢𝑢𝑛𝑛𝑑𝑑[𝑣𝑣] = 𝑐𝑐𝑐𝑐𝑢𝑢𝑛𝑛𝑑𝑑[𝑛𝑛] = 0 
for 𝑐𝑐𝑗𝑗 in 𝐾𝐾 do 
 𝑐𝑐𝑖𝑖𝑙𝑙 = 𝑚𝑚𝑐𝑐𝑑𝑑𝑑𝑑−𝑑𝑑𝑖𝑖𝑚𝑚𝑖𝑖𝑙𝑙𝑢𝑢𝑐𝑐(𝑐𝑐𝑗𝑗 , 𝑑𝑑𝑐𝑐𝑢𝑢𝑛𝑛 = 𝑛𝑛) 
 for 𝑐𝑐𝑗𝑗 == 𝑢𝑢𝑑𝑑𝑎𝑎&&𝑢𝑢𝑑𝑑𝑣𝑣&&𝑛𝑛&&𝑣𝑣 do 
  skip 𝑐𝑐𝑢𝑢𝑢𝑢. 𝑐𝑐𝑗𝑗&&𝑢𝑢𝑑𝑑. 𝑐𝑐𝑗𝑗&&𝑢𝑢. 𝑐𝑐𝑗𝑗&&𝑢𝑢𝑙𝑙. 𝑐𝑐𝑗𝑗&&𝑢𝑢𝑑𝑑. 𝑐𝑐𝑗𝑗 
  𝑐𝑐𝑐𝑐𝑢𝑢𝑛𝑛𝑑𝑑[𝑖𝑖]+= 1 
  𝑖𝑖 = [𝑢𝑢, 𝑢𝑢𝑑𝑑,𝑛𝑛, 𝑣𝑣] 
 count = ∑a,ad,n,vcount[i] 
 if 𝑛𝑛 − 𝑐𝑐𝑐𝑐𝑢𝑢𝑛𝑛𝑑𝑑 = 𝑙𝑙 : 
  break 
end 

4.4 Generating Enticing Deceptive Text Content 
For each key concept, we have 𝑙𝑙 candidate deceptive concepts. To replace 𝑐𝑐𝑗𝑗 ∈ 𝐾𝐾 with 𝑐𝑐𝑗𝑗𝑙𝑙 in T, 
respectively, we will have 𝑙𝑙  copies of deceptive text content, 𝑇𝑇′𝑙𝑙 = (∑𝑗𝑗𝑐𝑐𝑗𝑗𝑙𝑙) ∪ ∁𝑇𝑇𝐾𝐾 . We 
validate the readability of 𝑇𝑇′𝑙𝑙 with an Integrated Readability index and elect the most readable 
as the final outputs. An example presenting a pair of  𝑇𝑇 and 𝑇𝑇′𝑙𝑙 of US-41399506 when 𝑘𝑘 =
5, 𝑙𝑙 = [1,5] is in Fig. 3. The Integrated Readability Index (𝐼𝐼𝐼𝐼) is a weighted sum of Automated 
Readability Index (ARI), Flesch-Kincaid Grade Level, and Gunning Fog Index. ARI is widely 
used on checking readability on all types of text, relying on a factor of characters per word 
rather than syllables per word. Flesch-Kincaid Grade Level is adopted by the U.S army to 
assess the difficulty of technical manuals and also used to score other legal documents 
including business policies and financial forms. And Gunning Fog Index estimates the years 
of formal education needed to understand the text on a first reading.1 Such that, the Integrated 
Readability Index of 𝑇𝑇′𝑙𝑙 is, 

𝐼𝐼𝐼𝐼�𝑇𝑇′𝑙𝑙� = 𝜔𝜔𝑎𝑎 ∗ 𝐼𝐼𝐴𝐴 + 𝜔𝜔𝑓𝑓 ∗ 𝐼𝐼𝐹𝐹 + 𝜔𝜔𝑔𝑔 ∗ 𝐼𝐼𝐺𝐺 , (3) 
 

 
 
1 https://en.wikipedia.org/wiki/Readability_test 
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� 𝜔𝜔𝑖𝑖
𝑖𝑖=𝑎𝑎,𝑓𝑓,𝑔𝑔

= 1,𝜔𝜔𝑖𝑖 ∈ [0,1] (4) 

where the components of 𝐼𝐼𝐼𝐼 validate the readability of 𝑇𝑇 ′𝑙𝑙 from the perspectives of semantic 
readability, 𝐼𝐼𝐴𝐴, content complexity, 𝐼𝐼𝐹𝐹 and technical specification, 𝐼𝐼𝐺𝐺. And the weights could 
be customized for different security needs. For example, some Honeyfiles are designed for 
technical documents requiring higher content complexity while others for sensitive business 
emails requiring better technical specification.  
Such that, the output deceptive text content is,     

∃𝑞𝑞 ≤ 𝑙𝑙, 𝐼𝐼𝐼𝐼 �𝑇𝑇 ′𝑞𝑞� = 𝑚𝑚𝑢𝑢𝑚𝑚 �𝐼𝐼𝐼𝐼 �𝑇𝑇 ′𝑙𝑙�� , 𝑞𝑞 ∈ 𝑁𝑁∗ (5) 

where 𝑇𝑇 ′𝑞𝑞 = (∑𝑗𝑗𝑐𝑐𝑗𝑗
𝑞𝑞) ∪ ∁𝑇𝑇𝐾𝐾. In the example, 𝜔𝜔𝑎𝑎 = 0.3, 𝜔𝜔𝑓𝑓 = 0.35,  and 𝜔𝜔𝑔𝑔 = 0.35. 

 
Fig. 3. The example of a pair of  𝑇𝑇  and  𝑇𝑇′𝑙𝑙. a) is the target text content 𝑇𝑇,where key concepts are 

colored in blue, and b) is the deceptive text content 𝑇𝑇′𝑞𝑞 , 𝑞𝑞 = 4, where deceptive concepts are colored 
in red. c) plots the readability index of 𝑇𝑇 and  𝑇𝑇′𝑙𝑙, and d) shows the mapping of key concepts to the 

deceptive when 𝑘𝑘 = 5, 𝑙𝑙 = [1,5]. 

5. Experiment and Evaluation 
In this section, we present our experiments to validate the proposed framework, EDGE. 
Experimental datasets and parameter setting are demonstrated in section 5.1. We conduct a 
readability performance analysis and a believability experiment. 

5.1 Datasets and Parameter Setting 
In our experiment, we extract two datasets. The first dataset with 50 digital documents 
harvested from the Circulation2, an academic journal focuses on cardiovascular health and 

 
 
 
2 https://www.ahajournals.org/journal/circ 
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disease, is denoted as  𝐷𝐷𝑚𝑚. The other dataset with 100 US patent context extracted from the 
BigPantent [36], is denoted as 𝐷𝐷𝑝𝑝. For simplicity, each document in 𝐷𝐷𝑚𝑚 contains extracted 
method and result from medical academic papers and each document in 𝐷𝐷𝑝𝑝 is the abstract of 
the selected patents. To the best of our knowledge, existing studies in this field, excluding 
credential and biographic manipulation, mostly conduct experiments on academic papers 
[8][17]. We decide on the above datasets considering the target scope of our work for the 
following reasons: 1) we come after the precedent data collection principle to experiment on 
the text content of academic papers; 2) as it is very unlikely to test on real enterprises’ 
intellectual property  digital documents, we choose the medical academic method and results 
for they are plausible to share similarities with the context of development details and tests 
results in the medical industry; 3) the context of a patent is a common style of technical writing, 
which is supposed to mimic engineering design description text. Our datasets3 are available 
for future study. 

For believability experiment, 𝐷𝐷𝑚𝑚, 𝐷𝐷𝑝𝑝 and their deceptive outputs will be distributed into 
four directories. For each dataset, target digital documents and deceptive outputs will be saved 
into test directories randomly and not repeatedly, but a pair of 𝑇𝑇 and 𝑇𝑇′𝑞𝑞  will not appear 
together. For all digital documents, we test under 𝑘𝑘 = 5, 15, 30, respectively, and 𝑙𝑙 = 5, that 
is, we conduct experiments on extracting 5,15, and 30 key concepts, respectively, and 
searching for 5 candidate deceptive concepts to validate outputs among 5 copies deceptive text 
content. 

5.2 Readability Performance Analysis 

Since one of the characteristics of the enticing deceptive concept is readable, we leverage 
quantitative readability metrics to analyze the performance of EDGE. A higher value of 
readability leads to greater realism and better enticement to attract attackers and sustain 
deception. Hence, we analyze with the Integrated Readability Index (𝑰𝑰𝑰𝑰) described in Section 
4.4. Our benchmark is generated by the online version of TrapDocs. During the evaluation, 
deceptive text content for all digital documents in both datasets (𝑫𝑫𝒎𝒎 and 𝑫𝑫𝒑𝒑), are generated 
under different preset size of 𝑲𝑲,  respectively. The integrated readability index is plotted in 
Fig. 4. The experimental outputs are denoted by 𝑻𝑻′𝒍𝒍𝑬𝑬𝑫𝑫𝑬𝑬𝑬𝑬 and the benchmark is 𝑻𝑻′𝒍𝒍𝑻𝑻𝑻𝑻𝑻𝑻𝒑𝒑𝑫𝑫𝑻𝑻𝒄𝒄. 

It is shown in Fig. 4 a) and b) that most 𝑇𝑇′𝑙𝑙𝐸𝐸𝐸𝐸𝐺𝐺𝐸𝐸 have higher Integrated Readability Index 
than 𝑇𝑇 and 𝑇𝑇′𝑙𝑙𝑇𝑇𝑐𝑐𝑎𝑎𝑝𝑝𝐸𝐸𝑇𝑇𝑐𝑐 take the lowest position for most of the time. We intuit that the higher 
𝐼𝐼𝐼𝐼 is credit to EDGE replacing key concepts with semantic similar concepts and the automatic 
supervision to elect the most readable outputs. Also, comparing a) with b), we observe that the 
performance of both methods varies with target text content. Furthermore, in both cases, 
𝐼𝐼𝐼𝐼(𝑇𝑇′𝑙𝑙𝐸𝐸𝐸𝐸𝐺𝐺𝐸𝐸) is much closer to 𝐼𝐼𝐼𝐼(𝑇𝑇) than 𝐼𝐼𝐼𝐼(𝑇𝑇′𝑙𝑙𝑇𝑇𝑐𝑐𝑎𝑎𝑝𝑝𝐸𝐸𝑇𝑇𝑐𝑐). It could be concluded that 𝑇𝑇′𝑙𝑙𝐸𝐸𝐸𝐸𝐺𝐺𝐸𝐸 
reads closer to 𝑇𝑇, that is, 𝑇𝑇′𝑙𝑙𝐸𝐸𝐸𝐸𝐺𝐺𝐸𝐸 is more indistinguishable in readability than 𝑇𝑇′𝑙𝑙𝑇𝑇𝑐𝑐𝑎𝑎𝑝𝑝𝐸𝐸𝑇𝑇𝑐𝑐. We 
reason that TrapDocs degrades readability for its word frequency-based key concepts 
extraction and context rearrangement, while EDGE maintains context structure and 
manipulates on semantic key concepts. Fig. 4 c) and d) illustrate the performance with 
extracting and replacing different amounts of key concepts. It could be observed that the 
increase of deceptive concepts, may slightly decrease the readability of   𝑇𝑇′𝑙𝑙𝐸𝐸𝐸𝐸𝐺𝐺𝐸𝐸. But EDGE 

 
 
 
3 https://github.com/okkie-helloworld/EDGE_data 
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still performs well when a large portion of text content needs deceptive defense. In conclusion, 
we suggest that the EDGE is effective and steady to generate readable and indistinguishable 
enticing deceptive text content. 
 

 
                a)                   b) 

 
                    c)                  d) 
Fig. 4. The readability performance on 𝐷𝐷𝑝𝑝and 𝐷𝐷𝑚𝑚. a) and b) plot the 𝐼𝐼𝐼𝐼 of 𝑇𝑇, 𝑇𝑇′𝑙𝑙𝐸𝐸𝐸𝐸𝐺𝐺𝐸𝐸 and 𝑇𝑇′𝑙𝑙𝑇𝑇𝑐𝑐𝑎𝑎𝑝𝑝𝐸𝐸𝑇𝑇𝑐𝑐 

for 𝐷𝐷𝑝𝑝 and 𝐷𝐷𝑚𝑚, respectively. c)and d) plot the 𝐼𝐼𝐼𝐼 of all outputs when 𝑘𝑘 = [5,15,30]. 

5.3 Believability Experiment 
The decoy believability experiment in [10] is conducted and includes a metric for a ‘perfect 
decoy’, that is, 

𝑃𝑃𝑐𝑐�E𝑚𝑚𝑢𝑢𝐴𝐴,𝐸𝐸,𝑀𝑀
𝑏𝑏𝑐𝑐𝑙𝑙𝑖𝑖𝑐𝑐𝑏𝑏𝑐𝑐 = 1� =

1
2

(6) 

where 𝐷𝐷 is a set of decoy documents in document space 𝑀𝑀, 𝐷𝐷 ⊆ 𝑀𝑀. For any decoy denoted as 
𝑑𝑑,𝑑𝑑 ∈ 𝐷𝐷, we have two documents 𝑚𝑚0,𝑚𝑚1 ∈ 𝑀𝑀(𝑚𝑚0 ≠ 𝑚𝑚1), such that either 𝑚𝑚0 = 𝑑𝑑 or 𝑚𝑚1 =
𝑑𝑑. For Adversary 𝐴𝐴 attempting to identify an 𝑚𝑚′ ∈ {𝑚𝑚0,𝑚𝑚1} but 𝑚𝑚′ ≠ 𝑑𝑑 with a restrained 
cost (e.g. time, computing power).  The output of the experiment is 1 if 𝑚𝑚′ ≠ 𝑑𝑑and 0 otherwise.  
𝑃𝑃𝑐𝑐�E𝑚𝑚𝑢𝑢𝐴𝐴,𝐸𝐸,𝑀𝑀

𝑏𝑏𝑐𝑐𝑙𝑙𝑖𝑖𝑐𝑐𝑏𝑏𝑐𝑐 = 1� means that an adversary would choose to believe a decoy as a true file 
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with a probability of 1/2, indicating that a ‘perfect decoy’ is not 100% distinguishable from 
other normal files. 

We evaluate the believability and indistinguishability of 𝑇𝑇′𝑙𝑙𝐸𝐸𝐸𝐸𝐺𝐺𝐸𝐸 following believability 
experiment. To understand medical academic paper, specific knowledge is required while the 
patent abstract is much easier for students with diverse background to acquire. Therefore, we 
model adversaries with intelligent cognition by engaging 20 students in medial and computer 
science, respectively, half of them are undergraduates and the other half are graduates. They 
are asked to review all documents in the preset test directories for 𝐷𝐷𝑚𝑚 and 𝐷𝐷𝑝𝑝. Human subjects 
are asked to score 0 for deceptive files and 1 for authentic ones with their judgement, the 
results are illustrated in Fig. 5. 

 

 
Fig. 5. Distribution of the believability experiment outputs. The y-axis represents the number of  
𝑇𝑇′𝑙𝑙𝐸𝐸𝐸𝐸𝐺𝐺𝐸𝐸 drops in different believability probability and the black curve illustrates the normal 

distribution of outputs in both datasets. 
 

In our experiment, human subjects score 0 when believing any as deceptive and 1 for 
authentic, such that the scores represent the probability of believability. With the average 
scores: 0.503 (Fig. 5. a)) and 0.528 (Fig. 5. b)) for each dataset, we thereby suggest that 
𝑇𝑇′𝑙𝑙𝐸𝐸𝐸𝐸𝐺𝐺𝐸𝐸  could effectively confuse human cognition, that is, they are indistinguishable and 
believable deceptive text content.  

6. Future Work and Conclusion 

6.1 Future Work 
According to Han et al. [25], a successful Honeyfile deployment includes enticing text content 
to sustain deception and a monitor system to observe and detect malicious behaviors. As 
EDGE addresses the first issue, a further study to improve monitor system and deployment is 
worthy of the future investigation. Considering the flexibility to manage applications through 
microservice architecture, we propose to develop Honeyfile into a cloud-based service [37]. 
Integrating monitor system and enticing text content generation into a microservice 
architecture will allow much more efficiency in both deceptive content generation and alarm 
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management. Moreover, our future studies will extend to the deployment strategy of the 
Honeyfile solution such as the distribution amount and locations. 

6.2 Conclusion 
Detection and defense against APTs are rather different from patching vulnerabilities due to 
their sophisticated orchestration and unpredictable movement. Cyber deception defense 
addresses this problem by proactively deceiving unexpected APT attackers with deploying 
baits or decoys in the target system. Honeyfile is a class of decoy documents that pretend to 
be target documents and mislead attackers to take action. High-interactive honeyfiles with 
greater enticement in text content will be more capable of sustaining deception with APT 
attackers.  

In this paper, we propose EDGE: an enticing Deceptive-content GEnerator as Defensive 
Deception that focuses on improving the enticement of Honeyfile text content. EDGE is 
capable of creating enticing decoy text with minor decrease on the readability metric and 
effectively concealing important information. Also, we guarantee the indistinguishability of 
decoy text through keeping context structure to better attract stealthy APTs. To improve the 
performance on readability and believability, we propose a novel approach to 
comprehensively extract and replace important information. To the best of our knowledge, we 
are the first to propose semantics-aware key concept replacement-based deception text content 
generation. Lastly, we engage readability index in the pipeline to supervise the output, which 
enables automatic deployment in real-word environment. In the end, we analyze the 
performance of EDGE over a benchmark generator on datasets containing medical academic 
papers and patent abstracts. Also, we conduct a believability experiment to evaluate the 
believability and indistinguishability of EDGE. The results show that EDGE is steady to 
generate enticing text content for the Honeyfile system in scope of technical information with 
readability, believability, and indistinguishability. 
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